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ABSTRACT

In preparation for cases where Unmanned Aerial Vehicles (UAVs) are abused for surveillance or terrorism, this study proposes
a technique to guide a UAV to a target point using a spoofing signal that interferes with the Global Navigation Satellite System
(GNSS). However, the waypoint estimation-based approach used in spoofing requires repetitive computations, making real-
time processing challenging and reducing its responsiveness to target point changes. This paper proposes a technique that
uses reinforcement learning to guide UAV spoofing paths in real time by dynamically learning and adapting to changes in flight
states without the need for waypoint estimation. To effectively learn real-time flight state change data, the Advantage Actor-
Critic (A2C) reinforcement learning model is utilized. In the simulation, a spoofing path guided simulation that controls flight
in real time through reinforcement learning was developed. The proposed reinforcement learning model was applied, and the
reinforcement learning model was verified through a simulation experiment where the target point of guided spoofing was
changed.
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Fig. 1. Visualization of agent-environment and UAV spoofing path guided using reinforcement learning.
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2. THEORETICAL BACKGROUND

2.1 Reinforcement Learning
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2.2 GPS Spoofing Technique for Guiding of The
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3. SIMULATION OF UAV SPOOFING PATH
GUIDANCE USING REINFORCEMENT

LEARNING
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Table 1. Reinforcement learning terms and abbreviations definition.

Element Description Abbreviation
Environment Machine learning environment (UAV simulation) -
Agent Machine learning agent -
State Machine learning state 5,8
Action Machine learning action a
Reward Machine learning reward r
Value Machine learning value \
Episode Number of simulations ep
Time Time per Episode t
UAV velocity UAV North, East velocity (m/s), uvE, unN) uv
Velocity UAV- velocity (km/h) v
UAV position UAV North, East position North (m), up=(upE, upN) up
Target point Target North, East position (m), tp=(tpE, tpN) tp
Direction flag ~ Direction flag df
Guided path Guided Azim path (degree) gpo
Target Azim Target Azim path (degree) tad
Spoofing signal  Spoofing signal Sp
Distance Distance UAM and target d
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Fig. 3. Visualization of state definition in reinforcement learning.
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Fig. 5. Visualization of reward definition in reinforcement learning.
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3.4 Action Definition
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Fig. 6. The structure of actor-critic neural network.
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3.6 Neural Network Definition
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le 2. Experiment result of A2C neural network structure and hyper parameter optimization.

No.

Number of layer node Discountrate Learningrate Success rate (%)

1 Actor: 2-64-64-101 0.9 0.0001 7
Critic: 2-128-128-1 0.95 0.0001 43
0.9 0.0005 76

0.95 0.0005 84

2 Actor: 2-128-128-101 0.9 0.0001 26
Critic: 2-256-256-1 0.95 0.0001 67
0.9 0.0005 89

0.95 0.0005 90

3 Actor: 2-256-256-101 0.9 0.0001 61
Critic: 2-512-512-1 0.95 0.0001 75
0.9 0.0005 93

0.95 0.0005 13

Fig. 7. Experiment result of reinforcement learning. (a) loss-value/episode chart, (b) score/episode chart.

Fig. 8. Experiment result of spoofing guided path using reinforcement learning. (a) spoofing guided path per episode, (b) changing destination spoofing

guided path.
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5. CONCLUSIONS
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