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ABSTRACT

Satellite navigation systems provide services such as positioning, navigation, and timing (PNT), by transmitting navigation
messages through signals. However, there is possibility that the signals can be spoofed and fake PNT information can be
transmitted to the receiver. To prevent spoofing attacks, navigation messages should be authenticated. Although the Japanese
Quasi-Zenith Satellite System (QZSS) recently adopted authentication services for L1C/A, L1C, and L5, it does not yet provide
authentication services for its Centimeter Level Augmentation Service (CLAS). To adopt authentication functionality for the
existing CLAS that already has its own message structure, only reserved fields can be used for authentication. In this study,
we propose two compact navigation message authentication protocols using reserved fields of QZSS CLAS message. They are
based on the Elliptic Curve Digital Signature Algorithm (ECDSA) and Timed Efficient Stream Loss-tolerant Authentication
(TESLA), which have been widely considered for other signal authentication services such as GPS Chimera and Galileo Open
Service Navigation Message Authentication (OSNMA). According to our experiments, the proposed ECDSA-only method
needs 6 to 12 min for authentication and the proposed ECDSA-TESLA method requires 4 to 6 min.
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1. INTRODUCTION sl 21 % 9] Indian Regional Navigational Satellite System
(IRNSS)¥} X o] Quasi-Zenith Satellite System (QZSS)&=
2A] s AJAEIL positioning, nav1gat1or1 timing o] AF RNSSo]| sljdsict.
LEE WA E A4 AEE Ed ALsit) o 3k A|AE 914 A|AEIS 383} | Z A0l Au] Ao Position,
L A AR B HHAE A 2Ls= Global Navigation Satellite Navigation, and Timing (PNT), Search and Rescue (SAR) 59|
System (GNSS)I} £ 2| Hof|gt AH|AE A|F-5l= Regional %13} ojuff $1dollA] AFE= 415 thAl 4—751}7} A41€] 7Hat
Navigation Satellite System (RNSS)E & 4= it} &aj} AjH] ANTE oz HE £ X359 AXY oy ALsirjals 4]
A Z01 94 s AJAHEl = n]=9] Global Positioning System A= 7o) YA o 2 HE ALE Z01Z] %731}7} 1z3k A
(GPS), &3 2] Galileo, #A]o}2] GLObal NAVigation Satellite A & 4 A =} o]#gk 348 AFES FA(spoofing attack)
System (GLONASS), 12|31l %=29] BeiDou7} GNSSe]| afig olg} gt AP S WkA|s1Y] S5 AR 94 AIARE AT ¢
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% AU AS AToT glon], Qi AT dlgoltt. o, ¢4
A|2glo] ATshe RE A5l e 15S A gk Ao] of
d, B4 4150] tiak 157 AT (Anderson et al. 2017,

European GNSS Agency 2023, Cabinet Office 2023).

A5 Q1 HhHe 37 tfed gt & Q1F(Spreading Code
Authentication, SCA)3} HH MA]A] ¢13-(Navigation Message
Authentication, NMA) 2.2 5 4~ QIt} SCAE & WAz &
Agshs tie =it I E=(spreading code)ol] High Q155 st

A

WRlo 2 Alsof Erta el -2 vl (marken)E A stod, sl
G 457 SAAERE AEE AYL AT 4 YES sh
W otk NMAE A5E = g HAIXE o] 835t Q15 v o
2, S AE5hs HIA A E o] g8lo] A = HA|A]
Q1= T =(Message Authentication Code, MAC)E H}435}11, 4=
A2t EE Y AR E Sl ARAY Z2 MACS ¢l
Zgro = WAL AAEQ SARREE A4HE AA &
5= B oot

GPS9] Al5 Q1= AJH]| A= Chips-Message Robust Authenti-
cation protocol (Chimera)&, LIC A1 5o st o128 =25t
t}h. GPS Chimera: SCA$} NMAZ R%= #2518, GPS2] NMA
L A Ball 2k GPSS NMAE GPS7h KU
H oA Z]of| o3l Elliptic Curve Digital Signature Algorithm
(ECDSA) P-224% E5) AAAE S A2, sl AH L A5
somn B AA AFE S+ B, G AL ol
sl ohh Wﬂz 278 e BAF Do) ARgsle] SCA

L 2418 AL A TAE Eelsled
/}_114 SaAs 7&%@ 2> 9t} (Anderson et al. 2017).

Galileo2] 415 21= AJH] A2l Open Service Navigation Me-
ssage Authentication (OSNMA)-2 EI-B Galileo Open Service
A15.9] UNAV 3 ma]z]o]| that 01 =S A Tslch Galileo: &
it S4lellA B&2Q 15 el e Z2EE21 Timed
Efficient Stream Loss-tolerant Authentication (TESLA)S A}
Slo] wjA| A o] BAGE ERIT 4 9l MAC H L(tag)E 443
gtk 412 A1 WA 2|9 TESLA Z 2 EFof whe} B4
7)(key)E o] &5}l B2 AT, A A v} 94
AIRE B 1ot YRS ERIT e 24 HAlA] Q15
< 433t} (European GNSS Agency 2023).

S=9] BeiDous= D13} D2 WA R o] ths}e] Q155h= & 7t

A] v o] Wu et al. (2019, 2020)0]] 23 A= L oL, F-A1HQ1
BeiDou?] Q1% Z 2 & Fo| WrEE| X &= AT Wu et al. (2019)
oAl Aokl Hc}tg © ECDSAZ 7|uto & 5} o]= upjo & DI
3} D2 HA] R of] thE} ¢1%0] 7hs5)m, Wu et al. (2020)0]l4] Aok
H W2 D2 WA & Q155 TESLA 7]5te] Q15 whHo|c},

G H o] QZSSh Qs ol= 9 B & (augmentation)S 9
3l t}okst AT E A4sh), o] = LNAV, CNAV, CNAV2 HA]A]
ol thek NMAYHS: #|53tc}, BE 52 MY S S5 4
Y], AxIAH L ECDSA P-256S AHE H:]- ECDSA P-256
o] A9 Aik= 512 H|Eoln, A& AR L3 £, g A%
= AT o AHERE )15 A HIA A E A ST ool LNAV,
CNAV, CNAV29] A zj% Z7|= zhzb thach LNAVE 240%
nje} 5h Ao AE-e HLasln], CNAVE 2162, 2162, 288%.9]

OE‘:'Ei
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F71E vHEsH s shte] Ay S dEshs v CNAV2E
288%, 2882, 1442.9] 715 HhESIY shute] A& A43ict
(Cabinet Office 2023).
QZSSellA= 94 3 AL EE FFA717] 215l Centim-
eter Level Augmentation Service (CLAS)9} 7+& 23]
AH|AE AlFsEaL ik 22y olof] tialiA= 15-& AlFsHA]
Qa1 glo] A O] o] EASIEE, o]of theh QlF 22
EZo] dasltt CLASE ofu] AlFE= AHIAR, HA]Z] 2
7} A3l oA 15S Yt HAIRE F71 4= §l7] w2,
71& HAIZ] 9] o] P (reserved field)& AMESlo] )15 22
EZS 712 gk gt} & =FollA= QZSS CLASS| o
H] o9& ALSEH IS —1—_:‘?—'-5—3—% A|ekct. o] Y& ALS
5z A5 73S SRS HIE 4 SEIL &
e 4= 7] wigell, A leole] E= -4 5 HAIE mlgke] 5
7191 50 HIEE Q150 A8 & foks 7Pgste Al

gl
[e]
E_‘*—‘g

A 4
ek, £ ERolAE AR Agate] A5 $she
ECDSA-only 813} TESLA L2 EZ-2 SHA ALESlo] 015

43¥5H= ECDSA-TESLA & 7} ngg—%

om}zqg; TESLAE AMEsh= 3¢ A3
7} 217 whe] AAHHE A oHe At pAls] W A
ZFUlefl /150l 7hse Ao o =
& H|E $7} o9 ATH Q] E45F 8730) 9 ECDSA-only2}
ECDSA-TESLA®] Q15 Alzko] & 20|15 Holx| e A& 3l
SH3AT.

B =Rl 74
ot 24 &
T QIS ZREES Xﬂ"&iﬂ. olg2 A Zwt'ﬂ T AR
3= ECDSA-only$}, Azx}rwe] TESLAE X3slo] Algst=
ECDSA-TESLAo|m, % QZSS CLAS2] ofjH] &&] & 50 H|E
k. Agollis F AT WE o] e sk o
A

oheh . 2 001]*1

O
o
ok
=
L
N
o
o|N
il

olshE Abg
£ 94 W A28 1% Al AE} | Eh Sl 2
£ 995 AL et

2. PRELIMINARIES
2.1 QZSS L6 Message

QZSSe] L6 ﬂi% CLAS H|A]2]| & A 43k} (Cabinet Office
2022). L6 A SoflA AEEE HAA] D B4 7], &5 7|7t
Table 132} ZFo Dﬂ*l A FR& Fig. 13}k 2} el =9
o4 o] Muzeglo 2 As]u, shte] MuTagle of
7)e] Hlo]E] TE (data pard)® o] 2oizit}. 7t Hlo]E] e
1695 W] =2 FAIE|, 49 1] =9] S5, 1695 u] =] flo]e]
, 83 o= HAS 935 256 H]E 2] Reed-Solomon Code
A ASEct weba] shue] Y- & 30709] dlofE =t
E& o]Foz]u], 50850 H|E Q] o]l & 7Tt g 7<) Hlo]
B HEE Wdohs ol 1271 Ao, shute] ZedE EF 3
$31= o= & 3027} Ak 30% FoF HLH— A A A]
BugQle) whgt A=, 7k B x| ¢lo] HEgdhe HAA =

i& Jmorlr s rlo o
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Table 1. QZSS L6 message (Cabinet Office 2023).

Design of Compact Navigation Message Authentication Protocol 411

Sub type Message name Nominal update interval [sec] Nominal validity periods [sec]

1 Compact SSR mask 30 1

2 Compact SSR GNSS orbit correction 30 60

3 Compact SSR GNSS clock correction 5 10

4 Compact SSR GNSS satellite code bias 30 60

5 Compact SSR GNSS satellite phase bias 30 60

6 Compact SSR GNSS satellite code and phase bias 30 60

7 Compact SSR GNSS URA 30 60

8 Compact SSR STEC correction 30 60

9 Compact SSR gridded correction 30 60
10 Compact SSR service information (N/A) (N/A)
11 Compact SSR GNSS combined correction 50r30 10 or 60
12 Compact SSR atmospheric correction 30 60

- Null message (N/A) (N/A)

Fig. 1. QZSS L6 Message Structure (Cabinet Office 2022).

Table 2. QZSS L6 transmission pattern of sub type (Cabinet Office 2022).

Sec  Subframe number Sub type

0-4 1 1,2,311,4,6,7,12

5-9 2 3,11,6,12
10-14 3 3,11,6,12
15-19 4 3,11,6,12
20-24 5 3,11,6,12
25-29 6 3,11,6,12

Table 29} 7t}
A B9 69] A HEFY (sub type)H AE ol Fig. 29}

on, & =FolAE 7z 2 |d e miArel B Q] 6

e o

B 5k 309 oflu] 0| EZ Q5] A1

2.2 Authentication
@1 =(authentication)& <1=4] (authenticity)iﬂr 2324
(integrity)& BA517] oll, A2 - wix 2] 7F A3 &
AR AET RS AR 9} FUTA ARe el olct
(Stallings 2023). Q154 dlolEl& Bl FAI7F AHehA] 2l
e Ao, FAA ARE A5S WEolM ASHE A2
ARkt 4482 AR RES dolEl7E H AT HA] ook
o FARe] A5 WEES YA 4 Ak A

FEo} WA S 53 S
T E=(Message Authentication Code, MAC)= %

>

N

o
ofN of

£
>
x
o

[ DIRECTION OF DATA FLOW FROM SATELLITE; MOST SIGNIFICATN BIT (MSB) TRANSMITTED FIRST
Subframe6

ST6 ST12 Reed-

Header| T3 (Network 1D=11) (Network 1D=11) solomen

[~ DIRECTION OF DATA FLOW FROM SATELLITE; MOST SIGNIFICATN BIT (MSB) TRANSMITTED FIRST

Subframes
ST 12 Reed-
Head:
ngier (Network 1D=11) solomon

[ DIRECTION OF DATA FLOW FROM SATELLITE; MOST SIGNIFICATN BIT (MSB) TRANSMITTED FIRST
Subframe6

sT12
Header| (Network
ID=11)

ST sTe Reed-
(Network ID=1) (Network 1D=1) solomon

[+ DIRECTION OF DATA FLOW FROM SATELLITE; MOST SIGNIFICATN BIT (MSB) TRANSMITTED FIRST
Subframe6

ST6 ST 12 Reed-
(Network ID=1) (Netwerk 1D=1) solomon

Header

[ DIRECTION OF DATA FLOW FROM SATELLITE; MOST SIGNIFICATN BIT (MSB) TRANSMITTED FIRST
Subframe6

sT12 Reed-
Header (Network 1D=1) RESERVED solomen

Fig. 2. Subframe 6 broadcast pattern (Cabinet Office 2022).

< Zolo] g wiAA 9] A5 F A4S Btk MAC
o] th &2 ¢l WhHoll= shiAl 7]‘:& HAlA] 915 3 E(Hash-based
Message Authentication Code, HMAC), &= 7|4k H|A] =] ¢l

T (Cipher-based Message Authentication Code, CMAC)
7} Qlt}h. HMAC-E Secure Hash Algorithm (SHA) 5-9] 9t sHA
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S|A] &F4=(cryptographic hash function)S AREs}o] @leje] A
o]9] Q15 At HIAIX|oll T3k 1 H Zolo 3hE s, &
ik 5 Y= dolE FE3l0] MAC Bj1E /3%t CMAC
£ Advanced Encryption Standard (AES) 59 £& 45 & AFS
stod Q1 thAd wllA Aol it S-S Il T dSEollA ¢
ole] Zol& F&35t] MAC Hj18 ThEolA] 5ol A58
(Stallings 2023).

Az & Z7)7] &S vl (public key cryptosystem) o]
g3lo] HAY MAA AEE A AR, $A413b= 71171
£ AH&ste] A& s, $413b= FIR71E AHESe] Bl
F AEE AT A7 SAATO] 7R AL }l71of Q1%
/Jo] B, T35 dlolEl7F AR ¢ AW A5l Al
5l7] w o]l S o] MRt tel WA ol
H| A E -AFu]| 2 -of] £ (Rivest-Shamir-Adleman, RSA)S A&
Sl RSA Probabilistic Signature Scheme (RSA-PSS)x} eFd =441
AAF A &12]Z(Elliptic Curve Digital Signature Algorithm,
ECDSA)©o] 91t} (Stallings 2023).

o

2.3 ECDSA

ECDSAL EFI A1 7)uke] MRS upole). el 7le 2
N719] 7] A WS, ARITH AEL AASHE A} 5
Tt A1 AL lstol Hlolele] AZ4ge
2} sH= it REolA wlmlch 4121 Q171 o] galod
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EﬂolEMl et A& AAdskaL, $41AHE BN E o]&sto] 4~

dojefe] thet A& 71532t ECDSAE BHd3rAd o]k of

Ea —‘_.—zﬂ(Elhptlc Curve Discrete Logarithm Problem, ECDLP)o|

7]ukst ety E)Zo|c}, ECDLPA: EFIELA Abo] = A Qol pr} 3=

oHE o, Q = kPE W& AR kE Ze A0, ol ot

Z@A]ZHpolynomial time) Well sjAsh= Aol ol& ZAE &
e Aot

Algorithm 1-& ECDSAQ] 7] & A d1g]&o 2 [1n-
9] dole] F4 dE A™ste] ARIFIE AT ohe
Q=dPE AlAtstAL QF 57171 & sto] ECDSAY] 7] 4 (Qd)
sksich Q7] de AE-S AAsHs Zaj|uto] ZhAn, 2y
=AY AEE U RE dhaolr] vz ol izt

S|l wte}ule] (domain parameter):= B} 41 Ao EH
ORESZ, g ST RL0) A FRE 5] Rlae]
w4l (field representation), St EFY FAlo] F219]2 AYAI = 74

© AMEE AT S LRIt ag} b B} 241 A] y=rraxtbol]
H AHEE Algoln, P 711 (base point)&, n $14=(order)
£, hi= o1 (cofactor) & 2]ulgic},

Algorithm 2= A8 A4 a2 o @ Aoly] d2 Apasle]
HAIZ] moll thet A (r,9)E 2437t P-256 A BE AME-S}o]
A& AT 7, rat si= ZH2E 256 HIES] A7]& 7RI &
=zollAe N7 dE AFESEe] HIAIA] moll thgh A& 234
k= 342 Sign, (m) 2.2 LERATE

ECDSA Az} A& Algorithm 3& AF&s}o] AZSH 4= Q)t},

mlru lo =
ok

/o] r—r‘

7]
ro

°1' ko
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A Aolle A A Aloll AR 7)) dell TS = 371
7] Q MIAIA] m, &3 mol] thet A (r,9)7F AHEE T A sob
HIAIZ] m, FH7] QE AHESle] vE AAdstaL, TR 0] A7 b
YA5H Z-oll= Ql5ol Agsh, dA|5HA] e 7ol ¢l
Zoll Agigict. £ =FollA= 37071 QE o]&3ste] HIAIA] moll
gt A9 (r9)E H5she IS Verify, (m,r,s) 2 YERHATE

2.4 TESLA

TESLAE ddith B4l Al Z&3% HAlA] Q15| 7Hsste
sh= Z2EF 2 Perrig et al. (2000)]] o]l At ik d]
B9 RA/4E& 25ty s AMEEE MACE $41ket 4
A7} ZF vkt v 715 Aok, siE HIE 712 MAC &
A3 D AE5E sk whyoloh meba g S419 A
2t} 441217 9k ° 7
1-§-5to] AR 9] F2/d& 53t AT At 5419
, A1 e} thaeo] AT 242 HiU IS FROhe %
tfe- vl &Aolck e HAIRReL B 4127 FURE B

715 AHgohe 79, Hlg7IE 71 A2 LS4
7Pstol 7 MAC Bl 15 THEo] /15-& SIS 345k
o] 7bssHA ot ol23t ZAE sidstr] s At WY
o] TESLAO|t}. TESLAL 3l4] 842 AFe5lo] MAC 7] AFo]9]
Ol& A& Fdche TR 71 A|J1& Eq. (D} o] A/dated,
A1) Zr24e] ke 712 ARESI o|dl, Hix)& siAIE ABAdsh
= SHA(NIST 2015) S0] AT},

o

¢

O

F

mE Mo oX Mo 4o W > 9 _l}ru
‘10 opr
>,

K; = H(Ki+1) e9)]

TESLA 7] i.“o] AHA—] 31].;(—]& :[L;q]x-] oz Huﬂg]_uq 1:].231]. by
t}. M2 Y A E(random seed) 02 AYAJshaL, of 710 SHAIS
K ga}o] 7] K, ~H(0)E AT} ol Eq 1€ ¥HEdo
2 Z—_]l%o]'oq Ki- Z_H(Kk 1) Kis H(Kk z) Ko—H(K1)—n— ‘r‘7]'§— k-1
Mol 715 AHAJsta, npRete 2 HAE K E FE 7|(root key)
= gelgit AlERRE off ¥ sjAE ast] 2E 72
AT AolBR, 7] Agle] WE S 2f kel Al 428
so] 2. 7]0] £} Hlck AHAH: FE 712 K e K-
7 K 7H) & I19] 712 MAC 1 Aol &A1t 2 A8 4
ol 2, 7] A4 Aok AL Al AR Hitolet,
7] Aol e} o) £ A Fig, 39} 2ol LEhd 4 Sick, Sk
S7h A B, A 718 o] 85le] M) 12 B
U, 1A 712 olgstel A 718 A AL BrbesI
FAAHE KR K 2 AR AHgsle, 1] 718 A}
85101 AT MAC A% $A5HE Aol i 718 9
(broadcast)o}@l BE AP 5 IS Fith MAC B
£ QAT 7R MAC Bl A4 A EE 715 SARH
o] 71X 31 gl om 2, ThE A1k MAC B8 A4S 4 glom,
B2E $£42= MAC EH:L7]— HlEE] o]5o) 37 AJAIsH U—H A
45 MAC 715 % 3
4= Qlth Fig. 4= #*LXH MAC EH: 4,% & uremr,}
ok, 919] 2y o Al WEE HAIAE JA AlAde]l

W MAC 712 ol 83lo] EoRN A%E £ Aol 7

4>%

Al
e

Fig. 3. TESLA key chain.

Fig. 4. Receiver MAC verification sequence.

o SAMRRE WHE UL BASH AU W, ol A%
B w5l A SUAREY $4E AU WA
Z0€ obc whebad, MAC B A4ell A= 7] Aele] kY
2 SARRE S48 AL Helshs, 7] A $54 S
FHol Basier. 715 A2 B A B4R AEE 9
ong RE 7 A Ao® BE 79 1Fo] Fhssit
whebd 24 719 SEA AES 91 22 Slef that 21%e] 4
YEIPE Uk ol A TESLA R.2 718 ECDSAS o131
FUh $AHE AAY 7] Al 2E Sol thek AxAE

S AL, 2E 719t ARAEE AT 24 FE 7]

o} AR S AT ARHHE FEslo] 2E 719] G4
& BRI 4 3ick
TESLAY $4179} $41217} 5Y3F 718 0] 85H= MACS
7luke 2 5} ufiol], $A12H MAC B} L 44 A] AHS-El MAC
71 1 oS MAC g1 A4 Alof] Z7islar, 412 MAC Ej
79} MAC 718 25 FSslolof 9158 43 4 gl =3t
MAC 4/ A] AHS-El MAC 71#@}124 o 2wkt 5
AT 715 o8t The X9 )15 Ak HAl Ao ﬂioP MAC
15 AT 4 ¢loh T2k TESLAE AH&she 9159 7
%, MAC |15 AL wimtok MAC 71& sLAsloF gt §1A,
ECDSAE AHgsh= Q15 W9 ¢, $42k AYU7IE ©l&
sto] Q1% HIA Al E ABAdskaL, 41 % 3M71E ol&sted o
AlZ]of| Tthet Q15-& 2 6H ! X}QP “7\}# xdy
Zr jQ171} 3N71E
§171eF T )= FLsHA

OL6
2 T 4 9l7) wel, $4

ashl stk s 7 g ol 6}04 o Hefe ¢ %%
Sae 4 glct.

3. PROPOSED METHODS

QZSS CLASE o|u] Alg 3¢l | AR, wAx] 27} 3]
A 7] W] 2l E2E 271517 SIsiAE olEl 9
2 AHgS1e] AT wIAIA S Sk ek & el A ofn

< Zg3slo] & HE 42 CLAS dlojelo]l i A5-& 43

._:‘L
=5

o2

==

_'

2
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Table 3. Comparable algorithm strength (Barker 2020).

Securitybits Symmetrickey Finite field/discrete logarithm (DSA, DH,MQV) Integer factorization (RSA) Elliptic curve (ECDSA, EdDSA, ECDH, ECMQV)

80 2TDEA L=1024,N =160
112 3TDEA L=2048, N =224
128 AES-128 L=3072, N =256
192 AES-192 L=7680, N =384
256 AES-256 L=15360,N=511

k=1024 160 <f<223
k=2048 224 <£<255
k=3072 256 <f<383
k=7680 384<f<511
k=15360 f>512

Fig. 5. ECDSA-only authentication message structure.

She mRERS AT o] o] 24 4] A5 9 E
3 H|E 4 Bha7} ol 7] mhie] Hlo]e] ShE o] S WS ulg
37]91 50 H|EYFS A}2Sc) Chimera, OSNMA 5 7|&2
£ °]'H (?_]% i
ECDSA-only H}
A2 sefRic,

oMo

ZE oA o] 72 ECDSA 7|uke] upHel
b1} TESLA 7]¥ke] ECDSA-TESLA H = 7

P

-

3.1 ECDSA-only Method

o]l HollAe AH¢ksh= B 5 ECDSA-only HHell tisf 7]
St} ECDSA-only HHL 915 tiA} WA A o] tiste] A&
AJste] M4sl= ¥ o2 QZSS LNAV, CNAV, CNAV2<] ol
S ARSI ECDSAL A185l el 0] wich o
g 7R, v]= %913t A (National Institute of
Standards and Technology, NIST)2] SP 800-57 (Barker 2020)o]|
we} Table 33} Z+e ?_PPHH% ZFAITh. NIST SP 800-570] wha},
A 24 12 W] SHAA S THESlok SIAIT 20304 o] o
£ 128 H]E o]4fe] QMY S1RE DR B =BoAE QHtH
1“3% $ste] 128 HIE 9] QFAA]S WHEShs ECDSA P-2562
A5} (Barker 2020).

ECDSA P-2569] A% 37| 512 H|ER B =Fola] 7[435k
et o) 7Hg HIE 27 ARl “QloﬂfﬂL ofg] 2o
AXA st A& AEsh] wlizol, A Mddoll Ba3t A
Zho] Aojitt. olof wie} Q1% 7|7 Ao B &, §F jiof| )15
Sflof sh= MIA| x| 9] Zo] TRt ZojXinh

ZF 2| QloflA] 50 H|E o]5}& AME-Slo] 512 H]E 9] A
%5kt sk -, shvhe] el A A7 23 &+ o
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Fig. 6. ECDSA-only transmission pattern.

o] &A1E YERN ], SP+= signature part2, HA]| 512 H|E & 44
H|E Q] M 27+-& ojnlgict.

3.1.1 ECDSA-only transmitter

rhe

2ol ARksHE HPHE QZSS L6 A5 el Hashe Al
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g wjofl= SNo| 11& 711t}
ECDSA—only HEHoA] £A12}= Algorithm 4o]] wha} vl43SH
wlAlX S A shte] AEos 127114 oo A
AgE vAl A of] et 15-& SRR, 15 chadel 127]2] =
A (v, v)E A (concatenate)$t = Algorithm 25 AF&5}0]
AR & 238t A A AL N1 7] d= vE dxRE
HAIZ] mell gk A& A/gsiet. shuke] g QlofA] Q15 H
AlA = 44 U EY M 2745 AFSIER, (n)F - 5 44
H|EX] "‘"0“‘4 Zero paddmg(m n)Z Y HAA m& n H|

57] 910 me] LSB Slefl n v]E7} HE% 02 A9 WY

r

—

EEU
—_=



Youjin Jeon et al, Design of Compact Navigation Message Authentication Protocol 415

2 ol 512 H|EO] AHS 44 H|EA]
d5ko] ARRSICE Extract bits(m,in)= 4
HAZ] mo| A iAol H|ERE wlo] H|EE FE&5h= AL
n|5}e, 9] Altjt(big-endian)& wEtt. shute] HAAHEE &
A& 44 H| B FAH(truncate)s}hal, A1 9] &A1& UER =
HIE £215 44 B]E9] Ay 27} gkl Axdslo] )15 HIAIA]
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3.1.2 ECDSA-only receiver

ECDSA-only B 9] 42124 12 ¢l o] HA| x| <} o]—r 12
eflele] AE WOl T MG AEE ST 4 ek, 4
A %] thare] Hi 12 Zef|91o] vl A S oA zw
3 oloji ALEE 12 Zg|oA] A4 12 H|E 9] ECDSA
P-256 AT 9] Zh= —%%@DP ZF zE|lollA Q155 1ol AHE-H
= dolEl= T 48 HE
7k9] ¢4 Ueh s Lruixl 44 W= Ao YRolck, nfe}
A 4412 48 HIE B 9ol 4 HlET} UrERRE $1310] Ueix]
44 HEQ] ZH Hol P TPHS 1291 WrEsle] shike] A
e ST S E RS 528 HIER 4F9] 512 HIE=
Axﬂ 211} ,p-]nﬂﬂ-o]u:] 3]__?_] 16 ]:]]E_L_—_ rLHD] o= _—rL/HQoi 011:]-
PR AT A S0 TS e 34, 2 Aed

M 27+e HED 4 917] tho], AR LU 512 HlEe]
Mg T 4 glems 573 AP‘*OﬂH HEE Aol of
B AT 4 gk

Algorithm 5% ECDSA-only B 9] £41217} 12709] =&
vt TS RIE 22 AT 27 p,p S AHEII]
ECDSA Azt MH-& ASshes F S Btk MY 27+& 25
AAESH H, JAHY 256 HIES r2, 11 th29] 256 HIEE &
th A9 AS Alolle 37071 QoF 2709] =l s B IF

ok rek A

WIAA m olgsto] rit 5§ T, o, $AARE A
Sofl ALgEIE BA7IE Aol FAS ol shol, 271 914
A&7} obd W] wpi o= 3 sEEch 347 B4
AFAE AHGSI] 1 HRAS AT 4 ol

3.2 ECDSA-TESLA

ECDSA-TESLAE= MAC Ej1E o]&5}o] HA]A] QI=& 4
%(13-]5]_% H]—\:H oz Z&;(]./\-]Uﬂ }:nq_ X—l% _),\_91 H]EE o]_Q_a 01 o]%
< L 5 7] izl HlwA GAITE Ylof Q1Fo] ZFe Rt
Holth MAC Bj 1.5 A4 'ﬂi AHgSh= 71E 242401]*1 *é“éi
TESLA L2 EZof ma} AA4Jgh 7] A& o]8stH, 7] A &
=90 2E y|o tjist Ziz}/ﬂtﬂﬁ 01&6 t}. Az} & ECDSA-
only HHH 3l 221514 128 H|E 9] ¢FAA]S WHEslE= ECDSA
P-256& AR5} MAC |1 AJA Alofl= HMACS AF&3ith
(NIST 2008). HMAC& £A12}e} X127} 3 65)= H|H 7] & 9]
gato] A2 o] £ 8 gRlsh= B ot} & Holl A A|tst
= HPHO HMAC-SHA-2562 AF8519], MAC Bl AJA] A] A}
£35)= 7]¢] Aol 128 H|EZ it} HMAC-SHA-2562 128 H]|
E 9] 7]9} $HA| AFE5= 732, NIST SP 800-107 (Dang 2012)]
wh, QHA/d L 7] Aol EOH 128 H|E7} Ht}, ojmj] A E =
HMAC-SHA-2562 4# Zo]|& TteEx= A& $3Y5}7] uj&
o &7kl dol& 256 H|Eo|tl ECDSA-TESLAE 714 H|E
47l Homg washe Q1% wA|x| o] 2715 H4slshr] Y5
MAC Ej|19] Zo]& NIST SP 800-107 (Dang 2012)of|A] 3 Zgﬂ
= 2 A MAC gj19] Zo]¢l 32 | ER st} wheja] YA ==
Y 7k 5 MSBHE 32 H|ETRE HAksto] MAC BjILR /\F%‘PE}

Fig. 78 o]t Aoj|A] A|etsH= ECDSA-TESLA H5o] Q1=
HJA]Z] 9] Gt o]th ECDSA-TESLA Q1= HA]X]= MAC 7] &
Zro] &+4E el = MN 2 H{E, MAC Ej 1 7121 MP 8 H|E,
MAC 7] XZIR1 KP 32 H|E, £ E 7|9} 2 E 7|of thgt AqH 2] A]
k& Ueill= EEH—"L(ﬂag) 1HE, £E 7] §2 £E 7] tfgh
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Fig. 7. ECDSA-TESLA authentication message structure.

Fig. 8. ECDSA-TESLA transmission pattern.

X7 @1 kroot/sig part 7 H|EE LAJ=ITh
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3.2.1 ECDSA-TESLA transmitter

ECDSA-TESLA®] $A41x}= WA 7] A0 A4 & FE 7|9
sk Mg AYAJsfioF ghct. Algorithm 62 ECDSA-TESLA 4
212te] 71 A1 A28 IPg-& Helok A, TESLA 7] A<l A4
= flste] 7] Aolet -2 128 HIE L] B 05 A5t soll &
3T} o] F, line 204, AB/3%H A 05 Y O & SHA-256 of
AlE &4t 8 HPollA & 128 HIEQ] MAC 718 AMESIE
2, SHA-2569] &Y 3t 5 249 128 H|EE HAlslo] 7] A<
o 27gket. 4324k 128 H]E 9] MAC 7]of thgt sl & A5t
I IR 128 HIER A= RS §HEstH 7] Aol 2175k
o} trunc(m,n)= HMAIA] mO] 249 n I EE Higlsle g2,
Extract_bits(m, 0, n)a} YRt F2F& St ouff, A== MAC
7l 71 Aol Ao 2 AAFE o], upr| 2ol AHHE 7= kel
A7 darg|Soll e AAAE 71 AQl kel 7] [l AAdel A
|H AL 55 vt

Algorithm 7€ Algorithm 69]] W} AAIE 7] Z|Qlo]| tist A
F2 7F55tE R Sk FE Flof gt MY B4 & B
t}. o] dargFollAe 7HR17] dE ol&sto], FE 7| kel thet
ECDSA P-256 A& A/d5}o] wrelsict.
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We A% Pefol who] 1 =] Zef1el 7 HlES] £E 7] &
& el 2748 )2 A 4 Ik Zelel AR 2= 7]
T = Ay 27F AL Algorithm 95 whEch

MNo]| 20l Z Lol = RE 7]9] 27Fg, E491 ol &
E 7lof| gk A 27h& Agsl7] wiiol, dA4 2 a2l HA|

A2 AgsheAlel wek Agalior sk ghol ubAch webA @

A W A 1% AR E AEsheA ek 7HeEE Y

Mot I17l0] B4Ql Aol RE 7] 274, T4 A5
Z

© A 22405 AR o, RE 719 A #7138 2 Y

=
SF 4 AEE, line 29} o] 7F-E] S 382 U YA S
ol AAFsIc}. 0%, ZE F|oA] iAle] 7 HES QA ¥ femp
of 275k 5, 1 5] E right shift $14k0 2 Zef15 A HIES
1=

shugith. 27k0] £45 Uk 7102 B9 2
o
=

Algorithm 102 ECDSA-TESLA £412}2] Q15 HIAA] P4
& 71E3th she] MAC Bj9F MAC 7]& 3§ dl 7H9] =
g o2 iro] A4EEE MAC B9 MAC 715 sh4 ¢
g ol | JH2 Utk 22 fA| A& wAfe] g 8 HIE
o] MAC el 1.8} 32 HIES] MAC 7] Zh& Z9I3ith ol H$H

3
i
=}

http://www.ipnt.or.kr



418 JPNT 13(4), 409-423 (2024)
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B 12 gHEC) 0] %, line 133} ZFo] 15 thAl WA 2|7} A3 0
oA 3¥9] Q)] HAIAE AF kL, AT HIAIA e} ¢FA
X433 MAC 7]2 HMAC-SHA-256% AFE-5}0] 4241217} MAC
B 12 AYAISITE 4412171 AATSE MAC Bl g9} line 12014 &

|

© X MAC B} go] g s}, 11 gho] e H 9ol
1% AE, TYA e Aol A% A oJugic

4. PERFORMANCE ANALYSIS

o3

1 Aol A Akl £ 71 el A Hlela, ol
E BAS} 459 HrE 98l Fernandez-Herndndez et al.
(2014)o] <]l A|et= Time Between Authentication (TBA)Z}
Time To First Authenticated Fix (TTFAF)E A2} TBAL 5}
Lol $igol Agste A4E 5 915 HAIA Abol] A1z 24
& ojnjaiol, 3 WAl 1% HAIA Hg AR T 1% HiA]
A A% AFF ARk A8 o] g3le] 7 4 gik. TBAL TBAC]
Hag oulsh, Eq. (2)¢F o] A4t 4~ Qlth Eq. (2)9] AER
£ Authentication Error Rate2, Eq. (3)2} Zro] A&k 4=l o,
6171 A BER-S Bit Error Rate2 H|E A4 285 NNA= RIS
4 HA| 2] 2] H|E f0} 3l wA|R]of] gt Q15 HIE 49| 3

2 oo,

TBA = B4 2
" 1-—AER @)
AER =1 — (1 — BER)NNA (3)

TTFAFE #4217} 418] 7Hs3E shube] ol wix A& 9=
o] Ael A7FS ojulsict. TTEAFS] #2l TTFAF:= Eq. (4)9}
o] ALkgiet.

—— TBA _—
TTFAF = ——+ TBA (4)
ECDSA-only P& €1% lAIAE 12 elglubc} shi 4
S} welA TBAL 12 TRl & 44lshe Al7ko] Hlof, o 3

Table 4. ECDSA—onIyﬁ and TTFAF according to BER.

BER  AER TBA  TIFAF
0 0 360 540
10° 00061 362209 542.209
107 00592 382.653 562.653
10° 04570 662.983 842.983

g U] Mgl 3027F AQEHER HIE 0785 008 7Pg3hH
7% ECDSA-only ¥ 9] TBA:= 3602, TTFAF= 540%0]c},

BER®] 10™ 107, 1091 7$-2] AER™} TBA, TTFAF= Table 4
2} 2t Fig. 1of w2 shte] do]E] THE = 1695 H|Eo|m, 5}
o] |9l 3070 9] Hloje] JEF 7Tt wakad, 12 ZH|¢
9] flo]E] g 3t Hofl 15-5H= ECDSA-only 1 9] Q15 that |
AlZ]9] HIE 4= 61020001, Q15 HIE $= HXpAH ] 27
¢l 5120] B2 NNA: 6107120]c}. BERO] 10°,107,10°Q wjl AER
& 7+7} 0.0061, 0.0592, 0.45700]th. AERS o] -8-5}0] AAFSt TBA
L 362.209, 382.653, 662.9830]0, o]of] W2 TTFAF= 542.209,
562.653, 842.9820|t}. BER®| 0% 7 %-0l|= TBAS} TTEAF7} 7}
7} 360, 54002, BERO| Z7}51= 7 $of|= TBAS} TTFAF/} &
T 57F5hH, BERO] 10°2 @ 7F-go] W& Lol 27801 09
TBAS} TTFAFO] 233 A& & 4= Qleh

ECDSA-TESLA W2 4 zaf|Qujct sl Q15 AR E
AEsIaE, BE 0388 ushA] 9k wie] TBAE 120%,
TTFAF=18020]t}. BERO] 10°% 107, 10°¢1 7% ECDSA-TESLA
v}l o] AERY} TBA, TTEAF= Table 59} 74t} ECDSA-TESLA:
SF 9] Q130 47 o] = Bt HAS5E HAIXE AHSSlRR,
Q1% th/At HIA|A] €] H]E 4= 203400 H|Eo|H, Q15 H|E =
MAC |19} MAC 7]¢] H|E 4=¢]1 160 H]E o]t} wle}a] AER A|
Abof] AFE-El = NNAE 20356001t} Eq. (3)o]] whe} A4S AERS
BER©] 1078107, 10°Y wj Z+z+ 0.0020, 0.0202, 0.18420]T}. AER
& o]g5lo] AAKSE TBAL 120.240, 122.474, 147.0950]1, o]o]|
wh2 TTFAFS= 180.240, 182.474, 207.0950]t}. BERO] 021 7%-0f
= TBAS} TTFAF/} 77} 120, 18002, BERO]| Z27)sH= Ao
TBAS} TTFAF7} 5.5 57}sh0, BERO] 10724 107°¢] 7ol &
F80] 091 TBAS} TTFAFo] 233 A& & 4 QlTh

http://www.ipnt.or.kr



420 JPNT 13(4), 409-423 (2024)

Table 5. ECDSA-TESLA TBA and TTFAF according to BER.

BER  AER TBA  TIFAF
0 0 120 180

10°  0.0020 120.240 180.240
107 0.0202 122474 182474
10°  0.1842 147.095 207.095

Table7. TBA orﬁaccording to BER.

Table 6. ECDSA-TESLA TBS and TTFAF according to BER.

BER  AER TBS  TIFAF
0 0 4440 6660
10°  0.0020 4448.898 6668.898
107 0.0202 4531.537 6751.537
10°  0.1847 5445848 7665.848

Chimera (Jeon et al. 2022)

OSNMA (Jeon et al. 2022)

OSNMA (cold) (Jeon et al. 2022)
QZSS LNAV (Jeon et al. 2023)

QZSS CNAV (Jeon et al. 2023)
QZSS CNAV?2 (Jeon et al. 2023)
Proposed method (ECDSA-only)
Proposed method (ECDSA-TESLA)

0 10°* 107 10°
180 180.0150 180.1504 181.5093
10  10.0001  10.0008  10.0076

240  240.0036 240.0360 240.3603
240  240.0034 240.0339 240.3391
240  240.0034 240.0339 240.3391
240  240.0027 240.0267 240.2670
360 362.209  382.653  662.983
120 120.24 122.474  147.095

Proposed method (ECDSA-TESLA (cold)) 4440 4448.898 5445.848 5445.848

Table8. TTFAF according to BER.

0 10°* 107 10°
Chimera (Jeon et al. 2022) 270 2700150 270.1504 271.5093
OSNMA (Jeon et al. 2022) 15 150001 15.0008 15.0076

OSNMA (cold) (Jeon et al. 2022)
QZSS LNAV (Jeon et al. 2023)

QZSS CNAV (Jeon et al. 2023)
QZSS CNAV2 (Jeon et al. 2023)
Proposed method (ECDSA-only)
Proposed method (ECDSA-TESLA)

360 360.0036 360.0360 360.3603
360 360.0034 360.0339 360.3391
360 360.0034 360.0339 360.3391
360 360.0027 360.0267 360.2670
540  542.209  562.653  842.983
180 180.24 182.474  207.095

Proposed method (ECDSA-TESLA (cold)) 6660 6668.898 6751.537 7665.848

ECDSA-TESLA HP¥ o] <
A& B 551 FE 7] q@ 7;%% @ k=3
715 olg3le] wiAlA AFE +AF 4 Uk 41 }7} AR
.2 7|thof 5= cold start AFEe] 7o 0128 0]} 4]
7ro] 2712 e siA =k olu), AR AZL 95k A7t
5t 2| 2= TBAY} o}d Time Between Signatures (TBS)E A}
231t} (Gaybullaev et al. 2021). TBS?} TBSS] TTFAF= Egs. (5, 6)
= &l ALk

TBS = — 00 (5)
~1- AER
_____  TBS ___
TTFAF = ——+ TBS (6)

ECDSA-TESLA HpHoj|A] AP L 148 Za|ejulc} D45
], slte] X*ZW“&% A= ol 444027} B aslrt. HIE o8
£ 1H5HA] P& 9] TBSE 44400]0, TTFAF= 66600]T}.

H| E of| 8|80 ub2 AERY} TBS, TTFAF= Table 63} Zic}.

ECDSA-TESLA cold start AA&lof| A= Q1= thAto] E&= HA]
2| o] Aol 47H0] Tef|9] et HEEE 203400 B E Q] H|A|A]
o} AZLME & T3l AFdok e FE 7|9 H|E 41 128 HIE
2] 231 2035280]t}. 915 HIA| 2] 2] H]E 4~ MAC e 19} MAC
712} 160 H|E<} A x}A T 9] 512 H]E9] T4l 672 H|Eo|t]. w}a}
4] ECDSA-TESLA HMHojA] cold start®] NNA ZH 2042000]
t}. o] 2 o]&5}o] 5t BEROY whE AERLS 10°Y wf 0.0020, 107
2w 0.0202, 10°Y w 0.18470|c}. AERY| w2 TBAQ} TTFAF=
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AER©] 0.00204 w}] Z}2} 4448.89831} 6668.898, AERS| 0.2020¥
wj 4531.5373} 6751.537, AER®| 0.1847 w] 5445.8483} 7665.848
olc}. Ame] 7%, NNAS] Zho] 27] thge] HlE 0. 2-80] 27}
SH= 739, TBAS} TTFAFS] Highgo] & A& 218 4 9k

Table 7& BERY] wZ TBA T TBSE GPS2| Chimera,
Galileo2] OSNMA, QZSS2] QZNMAZS] A5} H| w5} Table
8L BERO]| W2 TTFAFS Chimera, Galileo2] OSNMA, QZSS2]
QZNMA®] A%} H| w3}, Chimera, OSNMA, OSNMA (cold)
9] BERO]| w2 TBAS} TTFAF= Jeon et al. (2022)0] 4] A|A1E Zk
2 x}8519.0on, QZSS LNAV, CNAV, CANV29] TBAS} TTFAF
+ Jeon et al. (2023)o)| 4] AIAH A 5& =318

Tables 73} 8 E3]] & =2of|A] A|2F5H B ¢l ECDSA-only
9} ECDSA—TESLA— BER©] 10°¢] )| TBAS} TTFAF7} 22514
H5l= 718 01 4= 1tk Chimera, OSNMA, OSNMA (cold),
QZSS LNAV, CNAV, CNAV2¢] NNAE z+z} 8350, 756, 1500,
1412, 1412, 1112¢] ¥FH | Aot 8p o] ECDSA-only$+ ECDSA-
TESLA, ECDSA-TESLA (cold)= NNAZ} Z+Z} 610712, 203560,
2042000]c}, £ =24 AASHE WPHE AZS 913 7 ]
=47} Aok Ql AR st E, o malgle] AA A%
WA A S AEsh7] ool B2 ko HA A E §F Hof Q153
ot webA] HIE @ F-8of w2 TBASL TTFAFZ} TOh2 914 44
ALEY Q15 2R EZ vo) FAY HelE Balc,

AAA Y S o] 8351 Q1S L2 EF-2 Chimera, OSNMA (cold),
QZSS LNAV, QZSS CNAV, QZSS CNAV2¢} ECDSA-only7}
Qlt}. Chimera+ ECDSA P-2245 Alg5}n], o]elo] =2 EE
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2 ECDSA P-256& AME-EITH £ &=ollA] Aljtshe By
ECDSA P-2562 A5+ ECDSA-only HP'HS H|E 9 780
Sl 74221107 107 uff, T U3 HH 9] HARAHE ALLsl=
T2 EZ9] OHSHH_J TBAS} TTFAFE HOoIt},

MAC Ej1& A}251= ECDSA-TESLA ¥ o] TBAS} TTFAF
L 2514 MAC E|2E AF5H= OSNMA®] TBAS} TTFAFS]
oF 1284 9] 7k 71xlc

A Ao whET, A E-E AHESH= OSNMA (cold),
QzSS2] TBA2} TTFAFo] H|3H TESLA MAC e 15 Al&sh=
OSNMA ] TBAQ} TTFAF= 248l 2 7FAsh= vbH, Aot Whyiofl
4]+ ECDSA-only2] TBAS} TTFAFo] B]sl] ECDSA-TESLA t}
1 o] TBAS} TTFAF= ©hX] 3ujet 7+ASH} TESLA 7]4tF B 9]
A2 MAC l15 AMBShe 79 d5oll AHgshe HIE 47t
oA mhe 1ol ZFesithe Ao ARE, £ =FollA 7MY 5h=
At o] Q1o Abgsh= HIE 471 F5] AIRHA Q] Ad=delAle
TESLA 7] A|¢13} MAC E|1E Al&slHEls AxpA e AL
Sh= 7ot 915 AITH] o7t 595 EHUA] $5E E 4
At

et ZE AP 4417 F9] HA|A] 4] AJRFO R HE] Q]
% TEZA Y A7HE BT RN o BHshA 0 4 QL
t}h. ECDSA-only {9} 739, Fig. 6 Zro] oA} 1261 sz
«1 Uﬂ*lXIL 133104 249 L) ] Q15 AR £ o]&ste] &
S $Ysh] WZel 11 ZH Y2 o] 5] 23749 TS 4
‘5H°F 150l 7Heshn, 2% Ze9)e o] o] 127]2] Q]
Alsflof Q152 4 itk meba] ECDSA-only B oflA] H]A] Z]
g AST AR G HIXAE IS5k A AR F
A 6ol A Z|tf 124 0]t} RFH, ECDSA-TESLA H*H-& Fig. 81k
o], 1ol A 481 e Qlof| ] S5l AR = S5loflA] 81 e
9] MAC tage} 910l 4] 129 L2)|¢]e] MAC 75 o]&5te]
52 ATt wEkA, 1 292 o] o] 9] TS 4
ok Q15o] 7Fesbm, 4 2l o] %9 879 Z Y&
FAlsof Q1F-0] 7155ttt webi] ECDSA-TESLAS] H|A|Z]
S AHRE S v S QESHs o]l Aeji AZhe 22 4
oAl o 63olth @okshH, ECDSA-only B 9] HlAIA]
SHE A7) Q15712 9 AIZEE 630llA] 124, ECDSA-TESLA
= 4BoA 6222 ECDSA-TESLA H}HHof &Jst Q1= A7k 7+
7+ 1.58Refl A 2HH°ﬂ ERhE & 4 ok
npA e 2, B m=iollA AQtskE ECDSA-only BHz
ECDSA-TESLA ¥ o] 9 A4ke] 5 574 Aas At
Table 9= AQtshe WS90 & o, F7H 2holB e
o1 mbedtls 7]¥te 2 Intel(R) Core(TM) i7-13700F @ 2.10 GHz
CPU, Ubuntu 22.06 x64 OS, 32GB RAMo]| ZF2t= AT & PC
ol 7Y L 45S 2H A5 29 dadel He
8 OJ*JE ECDSA—only ol M e SA12ke] A ATt A
% FeN] Q1% wlAIA A4, pAIRke] M 22 ATk A A
Zoluy, ECDSA TESLA HPHo A= £A41210] 7] A9l A, R E
7] A8 A3, MAC A3 1t -412te] M 27 7, MAC 9%,
MAC 7] 27} o3&, MAC A2 MAC 7] AZ, A% AZo|n, z+
A4S 100081 A3sto] I Hat-S A4 AIRFS = AFgSiTh

ECDSA-only ¥ 7} ECDSA-TESLA HF# o] @ 914 A|7H

0{)1

[Ll |0 :10
lo

oo
[‘

m F

o

=
[o]

M 4

l

P> r

Table9. Implementation environment.

ECDSA-only ECDSA-TESLA
Open library Mbedtls
CPU Intel(R) Core (TM) i7-13700F @ 2.10 GHz
oS Ubuntu 22.06 x64
MEMORY 32GB

Table 10. Performance evaluation of ECDSA-only method.

Operation Time
Transmitter ECDSA .81gr%ature generation ' 2.293 ms
authentication message generation 11.992 ps
. ECDSA signature concatenation 1.598 ps
Receiver . . .
ECDSA signature verification 4.111 ms

Table 11. Performance evaluation of ECDSA-TESLA method.

Operation Time

TESLA key chain generation 0.222 ms
Transmitter Root key signature generation 1.955 ms
MAC generation 0.106 ms

Root key concatenation 0.354 ps

ECDSA signature concatenation 0.512 ps

MAC concatenation 0.312 ps

Receiver MAC key concatenation 0.231 ps
MAC verification 0.109 ms

MAC key verification (maximum)  0.207 ms

ECDSA signature verification 3.699 ms

£ Tables 10, 113} ZFt}h. ECDSA-only HFH o] 44w AJAJ-6- 22393
ms, A A2 4111 ms7} 2 Q %1, ECDSA-TESLA B o] 4]
T A/3-2 1955 ms, A FF-E 3699 ms2, A A H HF
o= ms ©9]o] A|7to] F5)ct Table 100]] wh=2™, ECDSA-
only HHH | A A4 2 A5 A|Qgh A4HEE 1 ms 0|5}
Alzto] AREo] A4t A7bo] BAIF 4 Qle AR +5US
& 4= Tt
Table 110]] w2, ECDSA-TESLA 4:-412}¢] TESLA 7] A
¢ A2 SkF Bt ARESEY] gk 720709 71E AJAdsEGle
i, 0.222 ms7} i_&ﬂl‘/} MAC g1 AJAlo] 74 4719 Zyed
oM A== 15 thd HAIAE AFste] shute] MAC Bi1
= A o}gigu{ 0106 ms7} A Q ¥t} ECDSA-TESLA 4417}
o] £E 7], A%, MAC 7], MAC B 1& Z}7} i she 4k 1
ms o|5}e] A|7to] ARETE shte] MAC Bf 19| R85/ HE
sk dlolle 0109 mso] Alzto] AQ En], MAC 7] ZHZelle
t 0.207 ms7} 2 QEck MAC 7] AZ9] <. TESLA 7] H210]
A 8 Ao 718 AEskeAol mak sja] Q4 43 R4t o
PR, B AHeAE 2o 240l KIS $asHs 7208
9] 7] AF2 A& Sgslisich 2t 3141 72081 9] llA] 14F
S $YPSIEE 519180l 5, MAC 7] ZAFofl&= 0.207 mse] AJ7to]
= off 1= A] 4111 ms7} A Q%= ECDSA-only B
#o) A A5 vlmslel B S A7k Kol AL )

=

5. CONCLUSION

B =TS 7 HIE 71 AR Afgoll A Azt B

ox

]
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